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1. Overview 

This User Manual describes installation, and usage of VPN-X Server/Client.  

 

2. Understand VPN-X 

VPN-X is a cross-platform VPN solution which can help you make a secure 

LAN/intranet with peers over the internet. 

VPN-X supports following platforms: 

1. Windows: Windows 2000 sp4/XP /2003/Vista (32bit or 64bit), Windows 

7/8/10(32bit or 64bit), Windows Server 

2. Linux: VPN-X needs TUN/TAP kernel module. For example: Debian 3 or higher, 

Ubuntu 6 or higher 

3. macOS / Mac OS X:  Mac OS X 10.4.* or higher 

4. FreeBSD/PC-BSD:  

5.  Solaris 10(x86) 

The VPN-X server supports iPhone, iPad, Android built-in VPN client. We also 

prepared special VPN-X client for VPN-X server. 

 

3. Install VPN-X Server/Client 

3.1. System Requirements 

Before you install VPN-X, you should verify VPN-X System Requirements: 

CPU main frequency: >= 600MHZ. 

Memory size : >=512M 

Disk space: >= 512M 

OS: Please refer to platforms which VPN-X supports. 

Network (only for VPN-X server): You should have a public IP address for VPN-X 

server setup, dynamic public IP also works. 

 

3.2. Install on Windows 

1) Get VPN-X installer package. You can download the latest VPN-X version on 

http://www.birdssoft.com .  

2) Click Next 

http://www.birdssoft.com/


 5 

3) Installer will help create a virtual VPN device. Please click ñContinue Anywayò. Notes: 

Sometimes the ñhardware installationò dialog is hidden by another window, you can minimize 

other window/dialog to find the ñhardware installationò dialog. 

 

4) Click next until the install process is finished. 

3.3. Install On Linux/FreeBSD 

Preparation/Precheck: 

Run the following commands in a command terminal  

modprobe tun  

lsmod | grep tun  

If you can get a reply like this (Don't care about the number)  

debian:~# lsmod | grep tun 

tun 10208 3  

Congratulations! Your Linux kernel is ready for installing our VPN-X .  

  

Download our VPN-X tar package and uncompress the package in some path.  

debian:~#tar -xzvf  vpn-x* .tar.gz 

 

 

start VPN-X Client by input command "sudo runclient.sh"  

start VPN-X Server by input command "sudo runserver.sh"  

  

 

If you are using PC-BSD, please download the VPN-X-*.PBI, and install PBI. 
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3.4. Install On macOS/Mac OS X 

VPN-X supports Mac OS X Tiger, Leopard, Snow Leopard or higher.. 

Install VPN-X Client:  

Just click the ñVPN-X_Client.pkgò. 

Install VPN-X Server: 

Just click the ñVPN-X_Server.pkgò 

 

VPN-X need Java SE 6 runtime to support, click ñMore Infoéò for more 

information. 

 

Click on the Download  button on the Mac support page.  
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Once the download is complete, click on the downloads icon on the dock 

to open the download folder. Then click on the file 

labeled JavaForOSX.dmg  to open the download. 
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Note: VPN-X needs super user privileges to access virtual network device, software 

router, Mac OS X will ask you input your password, please input correctly. 
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4. Configure VPN Server 

Tips: VPN-X has the same GUI on Windows, Mac OS X, Linux, and 

FreeBSD/PC-BSD. So we just describe the Windows/macOS platform.  

 

Make sure you have basic knowledge about network, or you should ask somebody to 

help you finish the setup. For our customers, we can provide free technical support 

and test services when you encounter any setup or management problems, please see 

the Technical Support section. 

Warning: You should not run VPN-X client/server on the same machine. 

4.1. Create VPN Account 

If you donôt want to setup a VPN server, please skip this section and read ñConnect to 

VPN with VPN-X Clientò directly. 

 

1) Click Desktop VPN-X Server Shortcut to start VPN-X server. 

Vista (or higher such as Windows 7) user should use administrator  role to run 

VPN-X (just click the right button on the VPN-X shortcut link, and you will see the 

menu).  

Linux should also use administrator/root to run VPN-X. 

  

VPN-X Server will take 10~30 seconds to prepare the first run environment on a 

Windows platform. For other platforms, the time is a little shorter. The waiting flower 

will glitter during the preparation process. 
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2) When the preparation is finished, you can see the VPN-X server is online. 

 

3) Create VPN account for VPN-X client 

Click ñUser Managementò Tab, and Click ñAddò button. Fill the new user name and other fields.  
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4) When finished, fill new account information and click ñOkò 

 

4.2. Setup network for Internet access 

If  the VPN-X server is run on a machine which has a public address, please skip this section. 

 

If the VPN-X server is run behind a (A)DSL modem/router or other router, you should configure 

the (A)DSL modem/router and setup ñPort Mappingò/òPort Forwardingò. 

 

4.2.1. Gather the VPN-X Server local information 

By default, VPN-X listens on 25000 UDP/TCP, and 25443 TCP(SSL/TLS), and 500/4500 UDP 

for L2TP/IPsec.   
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If your VPN-X server is behind a router, you need to get real local/LAN IP address of VPN-X 

server machine. Because port-forwarding need this information. 

 

1) Please see ñLocal Area Connectionò properties 

 

2) Select ñInternet Protocol (TCP/IP)ò  
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3) Click the ñPropertiesò button 
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4) Remember these settings in your mind. We recommend you write them down. 

 

For the professional user, you can use Windows commands, Linux or FreeBSD or Mac OS X 

commands. 

Windows command: ipconfig /all 

Linux/BSD/OSX command: ifconfig  

4.2.2. Firewall settings 

VPN-X can help you set Windows built-in firewall automatically. If you are using 

a third-party firewall, we recommend reading this section first then read the 

third-party user manual. Almost all firewall has the same mechanism. 

Windows XP or higher versions have a built-in firewall.  You should let the 

VPN-X listening ports be excluded, so an outside user can access the VPN-X server 

running on Windows. For other platforms, there may be other firewalls as well, so you 

should check the firewall setting on your OS platform. 

 

 

 

Click the ñWindows Firewallò to manage the security settings. 
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Click ñAdd Portéò to add VPN-X listening ports. 
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4.2.3. Port Mapping/Forwarding 

Each type of (A)DSL modem has a different operation/administration webpage. 

Please read your (A)DSL modem manual for more information. 

If you canôt understand the port forwarding or port mapping, here are some 

references: 

1) http://en.wikipedia.org/wiki/Port_forwarding 

2) http://www.portforward.com/help/pfprogression.htm 

 

Maybe you can find your route in this list: http://portforward.com/routers.htm 

 

In this manual, we will use SMC (A)DSL modem to explain how to configure port 

mapping. 

Open page: ñNAT->Virtual Serverò. 

http://en.wikipedia.org/wiki/Port_forwarding
http://www.portforward.com/help/pfprogression.htm
http://portforward.com/routers.htm
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4.3 L2TP/IPsec 

 

If you want to let your iPhone/iPad/Android/Windows built-in L2TP VPN client to access 

VPN-X server, you should setup L2TP VPN server. 
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The default secret/Pre-shared Key(PSK): 12345678 

Bind IP Address: In normal conditions, the address should be a real IP address. 

DNS1 and DNS2 is just for L2TP client setting, not for VPN-X client. 

 

4.4 Set DNS or DDNS for your public IP 

 

This manual just gives a brief way to setup your own DNS or DDNS.If you have 

a static public IP address, you can setup DNS for the IP. If the public IP address is 

dynamic, you should setup DDNS, and install DDNS client for updating the public IP. 

If you donôt have the DNS or DDNS, the client can only use public IP address to login 

the VPN-X server.  

5. Connect to VPN with VPN-X Client 

Warning: You should not run VPN-X client/server on the same machine. 

1) Click Desktop VPN-X Click Shortcut to start VPN-X client. 

Vista (or higher, such as Windows 7) user should use the administrator  role to 

run VPN-X (just click the right button on the VPN-X shortcut link, and you will see 

the menu).  

Linux should also use administrator/root  to run VPN-X. 
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2) Fill  in the VPN server host and port, user name and password and select the 

proper protocol. 

You can obtain all of this information from your VPN-X server administrator.  

3) After inputting the correct information, you can login to the VPN. 
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You can ping 192.168.137.1(or your Server VPN virtual IP, for example: 

192.168.240.1) to verify whether the VPN works properly. 

6. Security suggestions 

1) If you donôt want to let anyone can register a VPN account on your VPN 

server,please disable ñAllow Register VPN Account from Networkò. By default, 

the feature is diabled. 

2) We recommend you to use SSL/TLS or L2TP/IPsec protocol to connect VPN-X 

server.  

3) Change the VPN-X server listening port to any other unpopular port number. By 

default, VPN-X server listen on following ports: 25000(UDP/TCP) 25443(TCP). 

4) Generate your own SSL certification or key. BirdsSoft can provide this generation 

certification service for customers. Because this is a very special requirement, this 

service is not free. Most users need not care about how to generate SSL 

certification, because the built-in certification is safe until you think you are doing 

business with the FBI or ʂɻɹ. 

 

You can read this section to know some VPN-X parameters for security. 

7. Performance  

This section just want to tell you, VPN-X is a high performance VPN solution. Better hardware 

machine or network environment will get better performance.   

 

The following data is our test result. 

Test environment: 

Windows XP * 2 

CPU AMD 1700+ * 1 

CPU AMD 3000+ * 1 

Memory 1G * 2 

LAN speed:100Mbit/s, the real transfer speed is 64Mbit/s 

VPN-X: 2.2.1.26 

 Speed  

UDP 56Mbps or higher  

TCP 40Mbps or higher  

TCP(JSSE SSL/TLS) 32Mbps or higher  

In a LAN environment, the speed ranks: 

UDP>TCP>SSL 

If you have a better machine and network, the test data should be better.  

 

On the Internet, the VPN transfer speed should be 92%~500% or higher of the WAN speed. 
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Because the VPN-X will compress the network data before transfer on the Internet. After the data 

reaches the target machine, the data will be uncompressed automatically. 

 

UDP is preferred and default, if you care about VPN speed. But sometimes if your Internet 

connection is not stable, TCP or TCP (SSL) may be a better choice for VPN speed. 

8. User Interface 

Tips: VPN-X has the same GUI on Windows, Mac OS X, and Linux, so we just describe the 

Windows platform. 

8.1 VPN-X Server 

8.1.1 VPN-X menus on start 

Please refer to client menus section. 

8.1.2 VPN-X Server Toolbar 

 
 

8.1.3 VPN-X Status Tab 

Please refer to VPN-X client interface description. 

8.1.4 VPN-X Server Configuration Tab 

 

General Configuration 
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(1) Start with Windows: When Windows starts up and login is successful, it will 

bring up VPN-X server automatically. 

(2) Register as Windows service: VPN-X server can be installed as a Windows 

service on a Windows platform. When Windows starts up, it will bring up the 

VPN-X server. The VPN-X tray icon will show on your local console. If you 

are using Windows Remote Desktop service, you should connect to your local 

console or you will not see the VPN-X tray icon. On Windows Vista/7 the 

tray icon canôt be shown, this is normal, please read this document ñVPN-X 

Vista and Windows 7 Special Documentò.  

If you run VPN-X server on the Windows 2003, you can use local monitor to 

view  VPN server status. You can also use Windows Remote Desktop to 

view the server status, but you should use special option to view the remote 

windows internal session, or you canôt see the tray icon of VPN-X server. 

For example, your windows 2003 server is running on 192.168.137.1, you 

can use following command to connect the local screen/monitor/console 

For windows xp sp2 client: 

mstsc -v 192.168.137.1 /F -console 

  

For windows xp sp3 or vista/7 or higher version client: 

mstsc /admin 

 

(3) Language: VPN-X supports many languages. 

Chinese (Simplified or Traditional)  

Dutch 

http://download.birdssoft.com/download/VPN-X_Vista_Document.pdf
http://download.birdssoft.com/download/VPN-X_Vista_Document.pdf
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English 

German 

Italian  

Malay 

Norwegian 

Polish 

Russian 

Vietnamese 

 

but only the English and Chinese languages are provided by the official . 

The other languages are contributed by our warmhearted customers. If 

you find  some translation errors, please tell us ASAP. 

 

(4) Apply:  After you change something in this panel, you should apply to make 

it take effect. 

 

 

VPN Server Setting 

 

These settings are very important for VPN-X server. You should read this section 

carefully. 

(1) VPN server virtual address:  






































































































