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1. Overview

This User Manual describes installation, and usage of VPN-X Server/Client.

2. Understand VPN-X

VPN-X is a cross-platform VPN solution which can help you make a secure

LAN/intranet with peers over the internet.

VPN-X supports following platforms:

1. Windows: Windows 2000 sp4/XP /2003/Vista (32bit or 64bit), Windows
7/8/10(32bit or 64bit), Windows Server

2. Linux: VPN-X needs TUN/TAP kernel module. For example: Debian 3 or higher,
Ubuntu 6 or higher

3. macOS/Mac OS X: Mac OS X 10.4.* or higher

4. FreeBSD/PC-BSD:

5. Solaris 10(x86)

The VPN-X server supports iPhone, iPad, Android built-in VPN client. We also

prepared special VPN-X client for VPN-X server.

3. Install VPN-X Server/Client

3.1. System Requirements

Before you install VPN-X, you should verify VPN-X System Requirements:

CPU main frequency: >= 600MHZ.

Memory size : >=512M

Disk space: >= 512M

OS: Please refer to platforms which VPN-X supports.

Network (only for VPN-X server): You should have a public IP address for VPN-X
server setup, dynamic public IP also works.

3.2. Install on Windows

1) Get VPN-X installer package. You can download the latest VPN-X version on
http://www.birdssoft.com .
2) Click Next



http://www.birdssoft.com/

3) Installer will help create a virtual VPN device. Please click “Continue Anyway”. Notes:
Sometimes the “hardware installation” dialog is hidden by another window, you can minimize
other window/dialog to find the “hardware installation” dialog.

[

irds

IMNSTALL wpn-x

al [
L] E The saftveare you are inztalling far thiz hardware:
[

WPk

has not pazzed Windows Logao testing to verify its compatibility
with "windaws =P, [Tell me why this testing iz impartant. |

Continuing your installation of this software may impair
or destabilize the correct operation of your system
either immediately or in the future. Microzoft strongly
recommends that you stop thiz installation now and
contact the hardware vendor for zoftware that has
passed Windows Logo testing.

Continue Snpway ] [ STOPR Installation

4) Click next until the install process is finished.

3.3. Install On Linux/FreeBSD

Preparation/Precheck:

Run the following commands in a command terminal

modprobe tun

Ismod | grep tun

If you can get a reply like this (Don't care about the number)
debian:~# Ismod | grep tun

tun 10208 3

Congratulations! Your Linux kernel is ready for installing our VPN-X .

Download our VPN-X tar package and uncompress the package in some path.
debian:~#tar -xzvf vpn-x*.tar.gz

start VPN-X Client by input command "sudo runclient.sh"
start VPN-X Server by input command "sudo runserver.sh”

If you are using PC-BSD, please download the VPN-X-*.PBI, and install PBI.



3.4. Install On macOS/Mac OS X

VPN-X supports Mac OS X Tiger, Leopard, Snow Leopard or higher..
Install VPN-X Client:

Just click the “VVPN-X_Client.pkg”.
Install VPN-X Server:

Just click the “VVPN-X_Server.pkg”

VPN-X need Java SE 6 runtime to support, click “More Info...” for more
information.

|5% Applications
H = LERERE R RIR= Q Search

Downloads r l _ —+

Mame Size Ki

. Maps To open "VPN-X Server” you need to install 159MB A

€ Messages r 3, . thelegacy Java SE 6 runtime. 185MB Al

.E Missloiigy ) Click “"More Info..." to visit the legacy Java SE 6 G KB Al

| Motes download website. 10.5 MB A

2§ Photo Bool 6.3 MB Al

& Photos Mare Info... OK B5.8MB A

=5 Preview o 85.5 MB Al

. QuickTime Player 30 Aug 2016, 9:28 AM 16.2 MB Al

'I!_J Reminders 23 Jun 2018, 8:50 AM 6.6 MB Al

@ safari 1Jul 20186, 6:14 AM 31 MB A

" Siri 31 Jul 2016, 6:57 AM 1.6 MB Al

| Stickies 31 Jul 2016, 8:15 AM 6.1 MB A

-] System Preferences 31 Jul 2016, 11:58 AM & MB Al

| TextEdit 4 Aug 20186, 10:04 AM 6.4 MB A

@ Time Machine 31 Jul 2016, 6:58 AM 1.3 MB A

- [BE Utilities 14 Sep 2016, 8:51 AM -- Fe

% VPN-X Server Today, 8:41 AM 176MB A

Click on the Download button on the Mac support page.




File Edit WView History Bookmarks Window Help

€] @ Apple Inc. [

Watch

Download Java for OS X 2015-001 L

Java for OS X 2015-001 installs the legacy Java 6 runtime for OS X 10.11 El Capitan, OS X 10.10
Yosemite, OS5 X 10.9 Mavericks, OS5 X 10.8 Mountain Lion, and OS5 X 10.7 Lion.

This package is exclusively intended for support of legacy software and installs the same
deprecated version of Java 6 included in the 2014-001 and 2013-005 releases.

Quit any Java applications before installing this update.

See http://support.apple.com/kb/HT6133 for more details about this update.

See http://support.apple.com/kb/HT1222 for information about the security content of this
update.

Keep your software up to date. If you need Java, download the latest version of Java for OS X
directly from Oracle https://www.java.com

Once the download is complete, click on the downloads icon on the dock
to open the download folder. Then click on the file
labeled JavaForOSX.dmg to open the download.



JavaForOSX.pkg

it s

» A,

-

L -
Java for OS X £
2015-001 "
Y

e
W74

'@ « Install Java for OS X 2015-001 &
Standard Install on “macOS Sierra Final by TechReviews"

Introduction This will take 76.7 MB of space on your computer.

Read Me Click Install to perform a standard installation of this software
. on the disk “macOS Sierra Final by TechReviews".
License
Destination Select
+ Installation Type
Installation

sSummary

Change Install Location...

Go Back Install

Note: VPN-X needs super user privileges to access virtual network device, software
router, Mac OS X will ask you input your password, please input correctly.



4. Configure VPN Server

Tips: VPN-X has the same GUI on Windows, Mac OS X, Linux, and
FreeBSD/PC-BSD. So we just describe the Windows/macOS platform.

Make sure you have basic knowledge about network, or you should ask somebody to
help you finish the setup. For our customers, we can provide free technical support
and test services when you encounter any setup or management problems, please see
the Technical Support section.

Warning: You should not run VPN-X client/server on the same machine.

4.1. Create VPN Account

If you don’t want to setup a VPN server, please skip this section and read “Connect to
VPN with VPN-X Client” directly.

1) Click Desktop VPN-X Server Shortcut to start VPN-X server.

Vista (or higher such as Windows 7) user should use administrator role to run
VPN-X (just click the right button on the VPN-X shortcut link, and you will see the
menu).

Linux should also use administrator/root to run VPN-X.

VPN-X Server will take 10~30 seconds to prepare the first run environment on a
Windows platform. For other platforms, the time is a little shorter. The waiting flower
will glitter during the preparation process.



k* VPN-X Server---Version 2.2.1.21

2) When the preparation is finished, you can see the VPN-X server is online.

* YPN-X Server---Version 2.2.1.21

4

| E% Configuration || YPMN Chat Room " EI Access Cantral || Q Log " @ Software Update |
€l Status ‘ E User Management " , License |

VPN Vidual IP Public IP Protocal Running Status Private Chat Wiew share file

182.168.240.1 protocol=U... | [~ [ Il =

Birds3oft VPHN-X P2F Cross-platform 351 VPN solution. hitp/fhirdssoft. com or httpuijavavpn. com
email supportdbirdssoft. com

3) Create VPN account for VPN-X client
Click “User Management” Tab, and Click “Add” button. Fill the new user name and other fields.

10



M: VPN-X Server---Version 2.2.1.21

T
| :;x Configuration || VPN Chat Room || [5) Access Contral || () Log || @ Software Update |
| @), Status | & User Management ‘ @ License
| Refesh || add || Delete || mouity |

. [ ) o —

UserMame |richard |

Passworde® |o..oo. |

Confirm Password ) |oooooo |

Full Name Richard Xing |

Email |Supp0rt@birdssuﬂ.cum|

Address | |
2 Detail Infarmation | | | .
zi:issi: . com or hitpo/favavpn. com

4) When finished, fill new account information and click “Ok”

“ YPN-X Server---Version 2.2.1.21

AP
5 configuration | VPN ChatRoom | () AccessCortrol | Q) Log | () somware Update |
| ), Status | 44 User Management ‘ @ License
’ Refrash H Add H Delete H Modify ]
D User Name IP Full Mame Ermail Address Graup
1 |richard 192.168.240.2 Richard Xing support@birdssoft.co.. | o

4.2. Setup network for Internet access

If the VPN-X server is run on a machine which has a public address, please skip this section.

If the VPN-X server is run behind a (A)DSL modem/router or other router, you should configure
the (A)DSL modem/router and setup “Port Mapping”/”Port Forwarding”.

4.2.1. Gather the VPN-X Server local information

By default, VPN-X listens on 25000 UDP/TCP, and 25443 TCP(SSL/TLS), and 500/4500 UDP
for L2TP/IPsec.

11



“. YPN-X Server—Yersion 2.2.1.26

=aP :

| @ Status || E User Management || 9 License |

% Configuration | VP Chat Room | I@l hecess Control || Q Log || QSoftware Tpdate |

|General Configuration| VEW Server Setting | Route Configuration|

VPN Server ¥irtual Address I 192 . 168 . 240 . 1

VFH Hetmazk I 255 . 255 . 255 . a
Compression |Auto L
Use Bridge O

Bridge IF I

Use (VirtualIDHS ¥

(Virtusal JDNS IF I

Mlow Begister VIW Account From Network D

——————————————————— About Multi-Listener Fort Settingineed to restart VEH)

Refresh | [ Add ][ Delets

Protocol Port
i) 25000
TCE 25000
TCF (S5L/TLS) 25443

Birds3oft VPN-X: Cross-platform PZP/3SL/TLS VPN solution. httpfbirdssoft. cotn or hitp./favavpn. com
email support@@birdssoft. com or Technical Support(Skype) or Technical Support(Q0)

If your VPN-X server is behind a router, you need to get real local/LAN IP address of VPN-X
server machine. Because port-forwarding need this information.

1) Please see “Local Area Connection” properties

*s Network Connections

File  Edit Vview Favortes Tools  Advanced

\_) \_/l l.@ pSearch ll. Folders v

Address

Help

@, Metwork Connections 1

| Mame Type Skatus
Network Tasks LAN or High-Speed Internet

Creats a new - L&M or High-Speed Inter...  Connected
connection 5 Disable )

% Set up ahome or smal M locarfrea stabus LAM or High-Speed Inter...  Connected
office netwark Repair

& Change Windows
Firewall settings

ﬂ;_ Disable this netwark.
device

% Repait this connection

Bridge Connections

Create Sharkcut

IEE Rename this connection Rename

&) Wiew status of this
connection

Change settings of this

2) Select “Internet Protocol (TCP/IP)”

Properties

12



k- Local Area Connection Properties

General |.-“-‘-.uthenti|:atil:un Advanced

Connect using:

BS Mware Accelerated AMD PCHet Ad

Thiz connection uges the following tems:

% Client for Microzoft Hetworks

.@ File and Printer Sharing for Microzoft Metworks
BQDS Packet Scheduler

Internet Protocal [TCRAF)

[ Install... Ininztall Froperties

Dezcrption

Tranzmizzion Control Protocal/internet Protocal. The default
wide area network, protocol that provides communication
acrogs diverse interconnected netwarks.

[ ] 5how icon in notification area when connected
M atify me when thiz connection haz limited ar no connectivit

OE. H Cancel ]

3) Click the “Properties” button

Internet Protocol (TCPSIP) Properties

"

e
[Feneral |

Y'ou can get IP settings azsigned automatically if your netwaork, supparts
thiz capability., Othenaize, pou need to azk vour netwark, administrator for
the appropriate [P settings.

{3 Obtain an IP address automatically
{#) Uze the following IP address:

IP address: 192188, 1 . 27 |
Subnet mask: | 255.255.255. O |
Default gateway: 132 .168. 1 . 10 |

Obtain DMS zerver address automatically

{(#) Use the following DMS server addresses:
Preferred DNS server: 132168 . 1 . 10 |

Alternate DMS zerver | . . . |

[ ok, ][ Cancel ]




4) Remember these settings in your mind. We recommend you write them down.

For the professional user, you can use Windows commands, Linux or FreeBSD or Mac OS X
commands.

Windows command: ipconfig /all

Linux/BSD/OSX command: ifconfig

4.2.2. Firewall settings

VPN-X can help you set Windows built-in firewall automatically. If you are using
a third-party firewall, we recommend reading this section first then read the
third-party user manual. Almost all firewall has the same mechanism.

Windows XP or higher versions have a built-in firewall. You should let the
VPN-X listening ports be excluded, so an outside user can access the VPN-X server
running on Windows. For other platforms, there may be other firewalls as well, so you
should check the firewall setting on your OS platform.

‘% Windows Security Center |Z||E|El

& Security Center
Help protect your PC

Security essentials

Security Center helps waou manage your Windows security settings. To help pratect vour
cormputer, make sure the three security essentials are marked COM. IF the settings are not OR,

¥

@J Resources

= iagt the latest security and virus Follows the recommendations, To return to the Security Center later, open Control Panel,
inFormation From Microsoft What's new in Windows to belp protect my computer?

= Check For the lakest updates From

windows Update @ Firewall @ ON | ¥

= izet support for security-related
issUEs

QAutomatic Updates @ ON

= Get help about Security Center

" Change the way Security Center # Virus Protection © NOT FOUND | 2
SlErts me -

‘windows did not find antivirus software on this computer, Antivirus software helps pratect
wour computer against viruses and other security threats, Click Recommendations Faor
suggested actions vou can take, How does antivirus software help probect ry computer?

e

Mote: windows does not detect all antivirus programs,

Recommendations. ..

Manage security settings for:

At Microsoft, we care about wour privacy. Please read our privacy statement.

Click the “Windows Firewall” to manage the security settings.

14



W Windows Firewall

General | Exceptions | Advanced

Windowes Firewall iz blocking incoming network, connections, except for the
programs and services selected below. Adding exceptions allows some programs

b vk, better but might increase your security rizk.

Programs and Services:

M arne

File and Printer Sharing
Java[T] Platfarm SE binary
Remate Azsistance

Remote Deskiop

O UPAP Framewark,

| addProgram.. | | addPot. || Edi.

Dizplay a notification when \Windows Firewall blocks a program

What are the rizks of allowing exceptiong?

k. ] [ Cancel

Click “Add Port...” to add VPN-X listening ports.

M.dd a Port [Z|

|1ze theze settings to apen a port through YWindows Firewall. To find the pork
rumber and protocol, consulk the documentation for the program or service you

want to use.

Mame: |uPN->< TCF listering port |

Fort number: | 2a000 |

() TCP O UDP

What are the rizks of opening a port?

5 et

15



Add a Port

a

=4

Lze theze settings to open a port through Yindows Firewall. To find the port
number and protocol, conzult the docurmentation for the program or service you
want to use.

Name: |vF-N->< UDP listening part |

Part number: | 2a000 |

O TCP & UDP

“What are the rizks of opening a port?

o oo ]

it a Port (%]

Uze these settings ta open a port through *Windaws Firewall. To find the part
number and protocol, consult the docurmentation for the program or service you
want to use.

Namme: |UF'N->< S5L listering port |

Fort number: | 2043 |

® TCP O uDP

What are the rizks of opening a port?

Change scope...

4.2.3. Port Mapping/Forwarding

Each type of (A)DSL modem has a different operation/administration webpage.
Please read your (A)DSL modem manual for more information.
If you can’t understand the port forwarding or port mapping, here are some
references:
1) http://en.wikipedia.org/wiki/Port_forwarding
2) http://www.portforward.com/help/pfprogression.htm

Maybe you can find your route in this list: http://portforward.com/routers.htm

In this manual, we will use SMC (A)DSL modem to explain how to configure port
mapping.
Open page: “NAT->Virtual Server”.

16
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2l http://192.168.1.10/setupa.stm - Microsoft Internet Explorer

View  Favoribes  Tools

Help

eBack - .J @ @ @ pSearch *Favorites @ @v h{} b 8

fddress @] http:/{192.168.1,10/setupa.stm vEye ks

SMC

* System
- WAN

- LAN

* Wireless Yfou can configure the Barricade as a vitual server so that remote users accessing services such
as the Web or FTP at your local site via public IP addresses can be automatically redirected to

local servers configured with private IP addresses. In other words, depending on the requested
service (TCR/UDP port number), the Barricade redirects the external service reguest to the

Virtual Server

r appropriate server (located at another interal IP address). This tool can support both port ranges, T
- Routing multiple ports, and combinations of the twa.
" Firewall Faor example:
- SNMP ne
" ADSL s Port Ranges: ex. 100-150
* DDNS  Multiple Ports: ex. 25,110 80
- UPnP e Combination: ex. 25-100,80

* Tools
- Status

Public o
1 192168127 ||TCPEUDP v ||25000 |[25000 |

0 Inkernet

el
a htkp: f v, s, com) e

4.3 L2TP/IPsec

If you want to let your iPhone/iPad/Android/Windows built-in L2TP VPN client to access
VPN-X server, you should setup L2TP VPN server.

17



@ [ ] VPN-X Server---Version 2.8.1.67(Evaluation License)

L3

L Ik c‘ 0.00 B 0.00Bps  0.00 Bps L")
4 @ License VPN Chat Room {2} Access Control ) Log

| WPN Server Setting w Route Configuration DDNS Backup/Restore

Apply Refresh
Secret [ Pre-Shared Key (PSK} ssssnnnn
Bind IP Address 192.168.1.28) =
DNS 1 8 . 8 . 8 . 8
DNS 2 4 . 4 . 4

BirdsSoft VPN-X: Cross-platform P2P/SSL/TLS VPN solution. http://birdssoft.com email:support@birdssoft.com or
Technical Supporti Skvoe) or Technical Support/ OO}

The default secret/Pre-shared Key(PSK): 12345678
Bind IP Address: In normal conditions, the address should be a real IP address.
DNS1 and DNS2 is just for L2TP client setting, not for VPN-X client.

4.4  Set DNS or DDNS for your public IP

This manual just gives a brief way to setup your own DNS or DDNS.If you have
a static public IP address, you can setup DNS for the IP. If the public IP address is
dynamic, you should setup DDNS, and install DDNS client for updating the public IP.
If you don’t have the DNS or DDNS, the client can only use public IP address to login
the VPN-X server.

5. Connect to VPN with VPN-X Client

Warning: You should not run VPN-X client/server on the same machine.
1) Click Desktop VPN-X Click Shortcut to start VPN-X client.

Vista (or higher, such as Windows 7) user should use the administrator role to
run VPN-X (just click the right button on the VPN-X shortcut link, and you will see
the menu).

Linux should also use administrator/root to run VPN-X.

18



“ WPN-X Client---Version 2.2.1.26 H=]E3

Y oW
L& ﬁ an B
), Status ;ﬁ
WP Server Host |birdssoft.3322.org | —
Refresh
Pecr VPN Server Port 2s000| | | v e
Jser Mame |t0n\,r |
Pazsword |or"nor"n |
Protocol | (] = [ |
Encryption Autg v/
Compression | ALto v |
Save Password
[ Reqgister new WPMH Accournt ] [ Metwork Proxy ] [ Login ] [ Cancel ]
< | »
BirdsZoft WPN-X Cross-platform PIP/SEL/TLE VPN solution. hitpfbirdssoft. com or hitp.favavpn. com
ernail support@birdssoft. com or Technical Supportd Sloype) or Technical Suppo

2) Fill in the VPN server host and port, user name and password and select the
proper protocol.

You can obtain all of this information from your VPN-X server administrator.

3) After inputting the correct information, you can login to the VPN.

- “4 ¥PN-X Client---Version 2.2.1.26(Login as "tony" using protocol UDP) |Z||z|
L Status ‘ ;% Configuration H YPM Chat Room || {5 Access Control || ) Log || Q Software Update|
Pear WPM Virtual IP | Pu... Protocol Trawverse MAT Status | Private Chat Wiesy share file
tany 192.168.240.81)192.. . [uDP e [ JI Ll ) B
SERVER 192.168.240.1 [192..., e ( Il = J
DanHome 192,168,243.... |142.... \UDP (&) I JI =il J
wxgtml 192,168.249.... [215.... |UDP [5) [ JI =] J
wxGLm2 192,168,249.... [215.... \UDP (&) I JI =il J
rolancily 102.165.244.... [222.... |UDR (5 [ I Gl J
owexlf 192,168,245.... [222.... UDP (&) I JI =il J
ekl 102.165.245.... (222.... |UDR (5 [ I Gl J
oip_6708 192,168,249,78/58.2... UDP &) I JI =il J
chenn 192.168.246.... [121.... |UOP e [ Il i) J
nnmresdsd 192,168,247.... |122.... UDP &) I JI =il B
QundamO079  |192.168.250.... 218.... |JOP e [ Il i) J
hostax 192,168,245.... 220.... UDP &) I JI =il
zergyan 192.168.250.... [218.... |UDP e [ JI
nndsibgs 192,168,245,42 222, .. P a [ Il =l | &
Birds3oft WPM-2: Cross-platform P2P/S5L/TLS VPN solution. hitp//birdzsofi. com or hitp/javavpn. com
email:support@birdssoft com or Technical Support] Skype) or Technical Support( OO0
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You can ping 192.168.137.1(or your Server VPN virtual IP, for example:
192.168.240.1) to verify whether the VPN works properly.

6.

1)

2)
3)

4)

Security suggestions

If you don’t want to let anyone can register a VPN account on your VPN
server,please disable “Allow Register VPN Account from Network”. By default,
the feature is diabled.

We recommend you to use SSL/TLS or L2TP/IPsec protocol to connect VPN-X
server.

Change the VPN-X server listening port to any other unpopular port number. By
default, VPN-X server listen on following ports: 25000(UDP/TCP) 25443(TCP).
Generate your own SSL certification or key. BirdsSoft can provide this generation
certification service for customers. Because this is a very special requirement, this
service is not free. Most users need not care about how to generate SSL
certification, because the built-in certification is safe until you think you are doing
business with the FBI or KI'b.

You can read this section to know some VPN-X parameters for security.

7.

Performance

This section just want to tell you, VPN-X is a high performance VPN solution. Better hardware
machine or network environment will get better performance.

The following data is our test result.

Test environment:

Windows XP * 2

CPU AMD 1700+ * 1

CPU AMD 3000+ * 1

Memory 1G * 2

LAN speed:100Mbit/s, the real transfer speed is 64Mbit/s

VPN-X:2.2.1.26

Speed
UDP 56Mbps or higher
TCP 40Mbps or higher
TCP(JSSE SSL/TLS) 32Mbps or higher

In a LAN environment, the speed ranks:
UDP>TCP>SSL
If you have a better machine and network, the test data should be better.

On the Internet, the VPN transfer speed should be 92%~500% or higher of the WAN speed.
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Because the VPN-X will compress the network data before transfer on the Internet. After the data
reaches the target machine, the data will be uncompressed automatically.

UDP is preferred and default, if you care about VPN speed. But sometimes if your Internet
connection is not stable, TCP or TCP (SSL) may be a better choice for VPN speed.

8. User Interface

Tips: VPN-X has the same GUI on Windows, Mac OS X, and Linux, so we just describe the
Windows platform.

8.1 VPN-X Server

8.1.1 VPN-X menus on start

Please refer to client menus section.

8.1.2 VPN-X Server Toolbar

Minimize to tray icon

- About VPN-X

Exit/Quit VPN

8.1.3 VPN-X Status Tab

Please refer to VPN-X client interface description.

8.1.4 VPN-X Server Configuration Tab

General Configuration
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*. YPN-X Server---Version 2.2.1.26

L
[+ ©Lstatus &3 User Management Q License
% Canfiguration WP Chat Room (5 Access Cantral @ Log g‘_) Software Update

General Configuration | PN Server Setting | Route Corfiguration

Start with Windaows O
Register As Windows Service O
Language English “
Hide Blocked Peers

Flash Main Frame on new chat room message arrival German
Ttalian
Flash Private Chat window Frame on new private message arrival alay
[Horawegian
Folish
FLissian v

Birds3oft VPN-X Cross-platform PZP/SSL/TLS VPN solution. httpuihirdssoft. com or http/ifavavpn. com email support@hirdssoft. com
or Technical Supporti Skeyped or Technical Suppart! QO

(1) Start with Windows: When Windows starts up and login is successful, it will
bring up VPN-X server automatically.

(2) Register as Windows service: VPN-X server can be installed as a Windows
service on a Windows platform. When Windows starts up, it will bring up the
VPN-X server. The VPN-X tray icon will show on your local console. If you
are using Windows Remote Desktop service, you should connect to your local
console or you will not see the VPN-X tray icon. On Windows Vista/7 the
tray icon can’t be shown, this is normal, please read this document “VPN-X
Vista and Windows 7 Special Document”.

If you run VPN-X server on the Windows 2003, you can use local monitor to
view VPN server status. You can also use Windows Remote Desktop to
view the server status, but you should use special option to view the remote
windows internal session, or you can’t see the tray icon of VPN-X server.

For example, your windows 2003 server is running on 192.168.137.1, you
can use following command to connect the local screen/monitor/console

For windows xp sp2 client:

mstsc -v 192.168.137.1 /F -console

For windows xp sp3 or vista/7 or higher version client:
mstsc /admin

(3) Language: VPN-X supports many languages.

Chinese (Simplified or Traditional)
Dutch
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http://download.birdssoft.com/download/VPN-X_Vista_Document.pdf
http://download.birdssoft.com/download/VPN-X_Vista_Document.pdf

English
German
Italian
Malay
Norwegian
Polish
Russian
Vietnamese

but only the English and Chinese languages are provided by the official .
The other languages are contributed by our warmhearted customers. If
you find some translation errors, please tell us ASAP.

(4) Apply: After you change something in this panel, you should apply to make
it take effect.

VPN Server Setting

B VPN-X Server---Version 2.8.1.67(Evaluation License) - O *
— "
cf 0.00B  + 0.00Bps | 0.00Bps =" W
'@g Status Q User Management ?}.F} Proxy Server Center Q License % Configuration VPN Chat Room EI Access Control Q Log
General Configuration VPN Server Setting  L2TP/IPsec  Route Configuration DDNS Backup/Restore
Apply .

VPN Server Virtual Address 192 . 168 . 137 . 1

VPN Netmask 255 . 255 . 255 . 1]

Client can Access Each Other

Compression Auto w

Use Bridge O

Bridge IP 152 . 168 " 240 . 1

Use (Virtual)DN5 O

{virtual)DNs IP 127 . 1] . 0 . 1

Allow Register VPM Account From MNetwork ™

——-—————————-About Multi-Listener Port Setting(need to restart VPN)

Refresh/Chedk VPN ports on Windows Firewall Add Delete
Protocol Port

LDP 25000

[TCP 25000

TCP(S5L/TLS) 25443

L2TP{IPsec) 500,4500

v

BirdsSoft VPN-X: Cross-platform P2P/SSL/TLS VPN solution. http:/birdssoft.com email:support@birdssoft.com or Technical
Support(Skvpe) or Technical Support

These settings are very important for VPN-X server. You should read this section
carefully.
(1) VPN server virtual address:
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It’s virtual IP address, not real IP address. The virtual address is valid in the
VPN (Virtual Private Network). If you are administrator, you should not let your
client peers fill in the virtual address on his/her login dialog. You should tell them
to input your public real IP address. After the VPN client is logged in, he/she can
use this virtual address to access the VPN service.

This virtual address is the beginning of the virtual IP address pool. All client
peers’ virtual addresses will be auto-generated from this address.

For example: The server virtual address is 192.168.137.1, and the first VPN
account virtual address will be 192.168.137.2. The second VPN account virtual
address will be 192.168.137.3, and so on. The VPN-X Server administrator has
the right to change the VPN account to any other virtual address, even if the
virtual address is not in the same network. For more information, please refer to
the “User Management” section.

(2) Virtual Network mask: 255.255.255.0 is preferred.

(3) Bridge: This is an advanced setting. If you are a beginner, we suggest you don’t
use it.

(4) Bridge IP: This is an advanced setting. If you are a beginner, we suggest you don’t
use it.

(5) User (Virtual) DNS: VPN-X can provide DNS service or redirection. By default
VPN-X disables this feature.

(6) (Virtual) DNS IP: the default IP is the VPN-X server virtual address. You can
change it to a real DNS server and let all clients use the DNS server.

(7) Allow Register VPN account from network: This feature can help VPN client
peers register his/her new VPN account on this VPN server. For security purposes,
VPN-X server disables this feature by default.

(8) Add listening port and protocol:

VPN-X has a powerful feature that can allow VPN-X to listen on many ports
with different or same protocols at the same time. You can click this button to add
your desired port and protocol.

(9) Delete listening port: delete your selected records.

(10) Listening ports table: VPN-X provides an easy way to review the listening ports
on this VPN-X server.
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8.1.5 User Management Tab

“ VPN-X Server---Yersion 2.2.1.21

AP

;{ Configuration WPHM Chat Room E, Access Control Q Log @ Software Update

i), Status | Q User Management ‘ q License
| Refiesn |[ add || Delste || mocity |

In] User Mame IP Full Mame & Email Address

1 |richard 192.168.240.2 Richard Xing support@birdssoftco. | 0
4 | >
BirdsSoft VPIN-: P2P Cross-platform 350 VPN solution. hitp/ihirdssoft. com or hitpuawawpn. com
ermail:support@birdssoft com

This panel will provide an easy way to create a VPN account for client peers.
Clicking “Add” will pop up the new account information dialog. You should fill them
in properly. All the fields labeled “* are required. You can tell your clients to modify
other fields themselves after they login successfully.

e X]

Llser Mame

Password(™)

Canfirm Passward(™)

Full Mame

Ermail

Address

Detail Information

Ok I Cancel ]

VPN-X server allocates a default virtual IP address for client peers automatically.
You can check these virtual addresses on the VPN account list table. If you want to
change a peer’s virtual address, just double click the peer record or select the peer
record and click the “Modify” button.
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Tips: VPN-X client’s virtual address can be allocated any virtual address, even if
the address is not in the same network.

For example:

VPN-X server virtual address is 192.168.137.1

Client Peer 1 (CP1): 192.168. 137.2

Client Peer 2 (CP2): 192.168. 137.3

Client Peer 3 (CP3): 10.10.0.2

Client Peer 4 (CP4): 10.10.0.3

Server, CP1 and CP2 are in the same network.
CP3 and CP4 are in another network. CP3 or CP4 can’t access the Server.

8.1.6 VPN Chat Room Tab

Please refer to VPN-X client interface description.
8.1.7 Access Control Tab

Please refer to VPN-X client interface description.

8.1.8 Log Tab

This tab will print all important log messages on the screen. If you want to figure
out problem, you should check the log tab first and watch to see if there is something
wrong with VPN-X.

This entire message will be logged in one file named “run_server.log” located in
VPN-X installed directory.

8.2 iPhone/iPad/Android/Windows built-in L2TP/IPsec client

8.2.1 i0S(iPhone,iPad)

Settings->VPN
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eeoC0 = 12:16 PM

£ Settings VPN

VPN CONFIGURATIONS

Status Not Connected

LAN
SH
™

. usa

Add VPN Configuration...

Touch “Add VPN Configuration”

Type: L2TP

[ Zefele] - 5:05 PM
Cancel Add Configuration
Type
Description

corver O
Account

RSA SecurlD

Password
Default value:
Secret 12345678

@ 69% W ¥

Send All Traffic ®

1. 2 3 4 5 6 7

-/ s ) 8

#e= . , ? !
ABC space

Description: VPN name
Server: Your server public Internet IP address or Domain name
Account/Password: VPN-X user and password created on VPN-X Server user

8 9 O
& @
! _@

return
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management panel

Secret: 12345678  (You can change the default value on VPN-X Server L2TP

configuration panel)
Send All Traffic: Use server side IP to surf the Internet.

®800 = [VPN 5:07 PM @ 89% HN)

£ Settings VPN

VPN CONFIGURATIONS

LAN

SH

D

USA

© 0  ©

Add VPN Configuration...

Select server then touch status switch button to login VPN-X server.

8.2.2 Android

Settings->Wireless&networks->VPN
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450B/s & fh D 12:56 PM

VPN

LAN
L2TP/IPSec VPN with pre-shared keys

SH
L2TP/IPSec VPN with pre-shared keys

T™W
L2TP/IPSec VPN with pre-shared keys

test
L2TP/IPSec VPN with pre-shared keys

Touch “Add VPN network”
147B/s

Edit VPN network

Name

Type L2TP/IPSec PSK

Server address

T

L2TP secret
IPSec identifier

IPSec pre-shared key
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Name: VPN name

Type: L2TP/IPsec PSK

Server address: Your server public Internet IP address or Domain name

IPsec pre-shared key: 12345678 ('You can change the default value on VPN-X Server

L2TP configuration panel)

Touch the “Save” button to save the VPN settings.
147B/s Z= 2c' [ B 12:58 PM

Connectto TW

Username

Password

account information

Cancel

User name/Password: VPN-X user and password created on VPN-X Server user

management panel
Save account information: select it to save your time avoid input user name and

password next time
Connect: touch it to connect VPN-X server
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8.2.3 macOS

® O > HHH System Preferences
b D O
General Desktop & Dock Mission Language Security
Screen Saver Control & Region & Privacy

Q Search

O

Spotlight

-~

Motifications

o=

Assist Me...

CDs & DVDs Displays Energy Keyboard Mouse Trackpad Printers & Sound
Saver Scanners

e ey

Ink Startup

Disk
iCloud App Stare Internet Extensions Sharing
Accounts
2 ®»® & = © @O
Users & Parental Siri Date & Time Time Accessibility
Groups Coantrols Machine
ko @ Network
Select the interface and enter a name for the new service.
Ethernet
Connected VPN Type: L2ZTP over IPSec E
) 5 the IP
Service Name: |VF'N (L2TP) USFJ |
Cancel @ ~
[ IP Address: 192.168.0.31
Subnet Mask: 255.255.255.0
Router: 192.168.0.1
DMS Server:
Search Domains:
Advanced... ?
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Mot Configured

— g

@ C L4 Network Q, search
L3 Location: Automatic
Eth 1
coemnet & Status: Not Configured
VPN (L2TP) USA [

Configuration: Default

Server Address:

Account Name:

Connect

uw VPN status in menu bar

Cadvanced.. D2
Revert

Assist Me...

Please fill the “Server Address” with VPN-X server public Internet IP or domain name.

Authentication Settings

'

Metwork

Ethernet
Connected

@ VPN (L2TP) USA

Mot Configured

© Password: sssene
_IRSA SecurlD
! Certificate

Kerberos

) CryptoCard

i

Machine Authentication:

@SECF&E | cccc...:D

" Certificate

Group Mame:
{Optional)

Cancel

Show VPN status in menu bar Advanced...

Assist Me... Revert Apply
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Advanced

Network

AN VPN (L2TP) USA

QEEIEEN TCPIiP DNS  Proxies

Session Options:

Disconnect when switching user accounts

Disconnect when user logs out

@ all traffic over VPN @

Advanced Options:

| Use verbose logging

? Cancel OK
After these steps, click “Apply”, then connect to VPN-X Server.
: @ < o MNetwork Q Search

Location: Automatic

Ethernet N
Connected WU Status: Not Connected

- VPN (L2TP) USA (1
AN

- Mot Connected

Configuration: Default

Server Address: bk.birdssoft.com

Account Name: richard

Authentication Settings...

Show VPN status in menu bar

Advanced... ?

Assist Me...

Capoly D |
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8.2.4 Windows

The following is Windows 10 example.

Settings -
Windows Settings
|:i'“:i a setting 4
| & &
(-]
System Devices Network & Internet
Display, notifications, apps, Bluetooth, printers, mouse Wi-Fi, airplane mode, VPN
power
& Settings _ ¥
i Home VPN
Find a setting £

Add a VPN connection
+

Netwark & Internet

TW VPN Connection
B Status

o usa
%1 Ethernet
2 Dial-up LAN VPN Connection
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Settings - O X

Add a VPN connection

VPN provider

Connection name

UsA

Server name or address

bk.birdssoft.com

VPN type

Pre-shared key

Settings - O X

Add a VPN connection

Type of sign-in info

User name (optional)

Password (optional)

Save the setting
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Settings
0‘? 1'W VFN LOonnection

62 Home
ovo I
Find a setting P

Network & Internet Connect Advanced options Remove
& Status

Advanced Options
T1 Ethernet

Allow VPN over metered networks

Dial-up @ Off
| % VPN Allow VPN while roaming

@ off

o= Airplane mode

(S Data usage Related settings

& Proy Change adapter options

Change advanced sharing options

Click the “Change adapter optons”

L& Network Connections - O *
T .E' <« All Control Panel ltems » Network Connections v O Search Network Connections @
Organize » Start this connection Rename this connection Delete this connection  » Bt~ 9
.: Bluetooth Network Connection ‘: Ethernet ‘: EthernetD
FMSE  Not connected PSS Network cable unplugged BE  Network 2, Shared
€ Bluctooth Device (Personal Area .. WP TAP-Windows Adapter V9 P Intel(R) PRO/1000 MT Network C...

Disconnected Disconnected Disconnected
g7 WAN Miniport (L2TP) &2 WAN Miniport (L2TP) g WA

. LANVPN Connection . TWVPN Connection AL U R|ght Click
>3 | e |

Connect / Disconnect
Status

Set as Default Connection

Create Copy

Create Shortcut

G Delete

%) Rename

‘ ) Properties E
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= USA Properties >
E| P

General Options Securty Metworking  Sharing

Type of VPN:
Layer 2 Tunneling Protocol with |Psec (LZTP/IPsec) e
Advanced settings
Data encryption:
Optional encryption (connect even if no encryption) e
Authentication

() Use Extensible Authentication Protocal (EAP)

(®) Allow theze protocols

Properties

[] Microscft

Automatically use my Windows logon name and
password (and domain, if any)

Cancs

Settings

8% Home VPN

| Find a setting L

Add a VPN connection
+

MNetwork & Internet

LAN VPN Connection
&  Status

og_-, TW VPN Connection
%1 Ethernet

2 Dial-up UsA
| = ven
@ Advanced options

Click “Connect” button to connect VPN-X server.

Windows 8/8.1/10 can’t support built-in VPN client access VPN server behind router. So you
should add and modify a parameter in register.
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Click Start @ ,point to All Programs, click Accessories, click Run, type regedit, and then click

OK. If the User Account Control dialog box is displayed on the screen and prompts you to elevate
your administrator token, click Continue.

=7 Typethe name of a program, folder, document, or Internet

L= rescurce, and Windows will open it for you.
Open: regedit e

QK Cancel Browse...
[ Registry Editor - O X
File Edit View Favorites Help
PerfProc Name Type Data
Phonesve (36 (Defauit REG S7 (value not sef]
Pimind exMaint e e AssumnelDPEncapsulationContextOnSendRule  REG_DWORD (00000002
PimIndexMainter . —_———
pls i‘_’]DependOnSemce REG_MULTI_SZ Tepip bfe
.|| PlugPlay 3_‘_'] Description REG_SZ @%SystemRoot¥
o PMNPMEM Q‘_']DisplayName REG_SZ IPsec Policy Agen
: PNRPAutoReg 8| ErrorControl REG_DWORD 0:c00000001 (1)
PMRPsvc .?5'9'] FailureActions REG_BINARY 8051010000001
wl PalicyAgent 3_‘_'] ImagePath REG_EXPAMND_SZ HSysternRoote\s
[ Parameters 5_‘_'] ObjectName REG_SZ NT Authority\Met
; Triggerinfo 3}_'] RequiredPrivileges REG_MULTI_SZ SefuditPrivilege £
.|| PortPraxy 24| ServiceSidType REG_DWORD 000000001 (1)
+ .|| Power 5] Start REG_DWORD 0x00000002 (2)
PptpMiniport i’;‘g‘]T}rpe REG_DWORD 0x00000020 (32)
PrintMotify
----- Processor
\ ProfSvec
Pzched
CQWAVE
COWAVEdr
Rashcd
RasAgileVpn
< . > < >

mﬁ uter\HKEY_LOCAL_MACHIMNENSYSTEM\ CurrentControlSet\Services\Poli c_',rEg eni ?

1.Locate and then click the following registry subkey:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\PolicyAgent
2.0n the Edit menu, point to New, and then click DWORD (32-bit) Value
Type AssumeUDPEncapsulationContextOnSendRule, and then press ENTER.
3.Right-click AssumeUDPEncapsulationContextOnSendRule, and then click Modify.

4.Input value:2

A value of 2 configures Windows so that it can establish security associations when both
the server and the Windows Vista-based or Windows Server 2008-based VPN client
computer are behind NAT devices.
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5. Click OK, and then exit Registry Editor and Restart the computer.

Windows 7 support this feature by default, you need not change any setting in Regitry Editor.

8.3 VPN-X Client

8.3.1 VPN-X menus on start

@ Set Program Access and Defaults

E‘ﬁ Windows Catalog
0 Windows Update

rm Programs -X & YPN-X Client
3 W vPN-X Server
L&‘? Decuments M8 Add YPN-X Virtual Device

¥8 Remove ALL YPN-X Virtual Device
Ef Settings

(9 Uninstall vPN-X
/_) Search
0) Help and Support

=] Run..

@ Log Off richard...

@ Turn OFf Computer...

Windows XP Professional

e CHWINDOWS)syste

(1) VPN-X Client: start VPN-X client program
(2) VPN-X Server: start VPN-X server program (Only VPN-X server has this menu)
(3) Add VPN-X virtual device:
If you want to run multiple virtual network devices, it is possible to do this on a Windows
platform.

(4) Remove all VPN-X virtual device:

Remove all virtual network devices. Generally, VPN-X uninstaller will remove all VPN-X
virtual devices automatically. Disregard this menu until you know you can deal with the result.
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8.3.2 Login Dialog

VPN Serwer Host (1) I‘fnur‘.lTH'}{ServeanEDrPublicIP
VEN Server Fort (2) |zs000
Uzer Hame [3) Itl:-n}'
Fassword (4] I*********
Protocol ) =
Encryption (B Ihut o ll
Compression (7Tl IAutl:- LI
¥ Save Password @)
(@) (1) (1) ez
Register new VPN Account | Hetwork Proxy Login Cancel |
— (137

Figure 6.2.1: Login Dialog

(1) VPN server host: You should input the real server public IP address or VPN server

DNS name.

(2) VPN server port: Input VPN server listening port. Our demo server port is 25000.

(3) User name: Input VPN account name created by VPN-X server or register online.

(4) Password: Input VPN account password created by VPN-X server or register

online.

(5) Protocol: VPN-X supports many protocols (UDP, TCP or SSL...). You should get
the server listening protocol from the VPN-X server administrator. Our demo
server port is UDP.

(6) Encryption: VPN-X has the intelligence to encrypt your network data

automatically.

(7) Compression: support two types: Auto (default), No compression.

Auto (default and recommend): VPN-X will judge whether the network data
should be compressed or not automatically. This feature can help save your
network bandwidth significantly.

No compression: VPN-X will not compress network data at all.

(8) Save password: Save the login information for next login convenience. Login
password has been encrypted and stored in the configuration file. If you think it’s
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not safe for your environment, please uncheck this checkbox. VPN-X will not
save the password.
(9) Register new VPN account: VPN-X can allow you to register a new account on
VPN-X server. Before you register, you should make sure the online register feature is
enabled on VPN-X server. For security purposes, VPN-X server disable this feature
by default.
(10) Network Proxy: If you are behind a proxy server to access the Internet, you can
use this feature to let VPN-X client use the proxy server to access the VPN-X server o.
VPN-X supports almost all proxy server types. (http<only TCP>,socks 4/5<UDP or
TCP>).
(11) Login: Clicking this button will send a login request to VPN-X server. Client user
should wait for VPN-X server’s reply result. Before clicking this button, the client
user should check the data filled in this login dialog and make sure it is correct.
(12) Cancel: Just close the login dialog without any extra action.
(13) Extend panel: click the up arrow and you will see the following panel. Then you
can use the Import/Export feature

“fLogin
¥PH Serwver Host I‘four‘fTH]{ServeanEDrPublicIP
VEN Server Fort |zs000
User Hame Itnn}'
Fassword Immm*m
Pratocol h
Encryption IAut-:- LI
Compression IAutu:u LI
¥ Sawe Password
Register new VFH Account | Hetwork Proxy Logzin | Cancel
F %
Import (14] | Export [15)

(14) Import: Import client configuration (the export file you saved before). The postfix of the
exported file is “.cfg”. Please use “Export” to backup your client settings before you use the
“Import” feature.

(15) Export: Export the current client configuration for backup purposes, or quick switching client
settings. For example; If you want to login to different VPN-X servers at a different time or place,
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you can export each login configuration to exported files and import them the next time. You need
not input the long VPN IP host number, user name and password.

8.3.3 Register new VPN Account online

Before you register, you should make sure VPN-X server has enabled the online register feature.
For security purposes, VPN-X server should close this feature at daily running.

“# Register new YPN Account f'5_<|

VPN Server Host Your\VPNXServerDNSOrPubliclP

You are ready to register one VPN account on the above VPN
SGerver.Please £ill zome information, the "*" iz required.

Lizer Mame(*)

Passvord(™)

Canfitrn Password(®)

Full Marmel*)

Ermail (™)
Address(*)

[ Ok ][ Cancel ]

a. VPN server host: This field can’t be edited. If you want to change it, you should
fill in your desired value in “Login Dialog”.

User name: Client can choose his /her VPN account user name.

Password: Password for this account.

Confirm password: Should be same as password.

Full name: Input your real name.

Email: Input your email address.

Address: Input your home or company address.

Click Ok to send the registration request. If the server enabled the online feature,
VPN-X server will process the request.

Se - ® oo o

8.3.4 VPN-X Client Title and Tray Icon

VPN-X client title:

“% YPN-X Client---Version 2.2.1.26(Login as "tony” using protocol TCP(SSL/TLS)) =13

VPN-X client tray icon:

After logging into the VPN, the VPN-X title and tray icon will tell the VPN user which account
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and protocol he/she is using. “Title” can also tell you which VPN-X version you are using.
You should move the mouse to the VPN-X tray icon, and the tray icon will show the same
message. Double clicking the tray icon will show the VPN-X main frame/window.

8.3.5 VPN-X Client Toolbar

Minimize to tray icon

Connect to VPN q—}p Q E%LE " @L—» About VPN-X

I Exit/Quit VPN
Disconnect VPN

8.3.6 VPN-X Status Tab

't YPN-X Client---Yersion 2.4.1.43(Login as "sun” using protocol TCP(SSL/TLS))
| la) 2 4] @

% Configuration H VPN Chat Roam | 5 Access Control } @ Logi; Q Software Update§

€\ Status

Peer VPN Vittual IP Public P Protocal Traverse NAT Stat... Private Chat  Windows/Samba Shared File
|sun 10101040 [12.106.1... TCP(SSLTLS) ‘
| SERVER  {10.10.10.1 123.2044...
Ny 1010104 112.105.1... |UDP
people 101010100 [112.106.1... |UDP

DD DD

BirdsSoft VPN-X Cross-platform P2P/SSLITLS VEN solution. hitp:/fbirdssoft com email support@birdssoft. com or Technical
support Skype) or Technical Suppo
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(1) Peer: Peer VPN account name

(2) VPN Virtual IP: Peer VPN virtual IP.

VPN users can use this IP to access the peer machine.

(3) Public IP: Peer public IP address. You can use this information to know where the
peer comes from.

(4) Protocol: This information indicates which protocol the peer is using to connect to

the VPN-X server. VPN-X supports UDP, TCP, JSSE SSL, TLS and (OpenSSL)

protocols.

(5) Traverse NAT Status: VPN-X supports UDP traverse NAT. VPN-X does not
support TCP traverse NAT. In other words, with TCP or TCP (SSL) protocol
logins, client peers can’t traverse other peer’s NAT device. That is not an error,
it’s normal.

© . Traverse NAT successfully. All network data will be sent to this peer
directly.
© : Traverse NAT unsuccessfully. All network data will be relayed by VPN-X

server. So you should not worry about this status.

E:5: You deny the peer access to your computer.

Traverse NAT success will help VPN-X server save the server bandwidth. For
example; Richard and Tony are two client peers. If the peers can traverse NAT
successfully, Richard can send share files to Tony without the server in an active
state, even if the server now is not online or down.
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Richard VPN-X Cllc@t

(6)

VPN-X Client  Tony

d

VPN-X Client  poge

Figure 6.2.3.2: VPN-X UDP P2P work mode.

Traverse NAT fail doesn’t mean the connection between two peers is bad. All
network data can be relayed by the server. It’s also a good status for VPN
communication.

There are many reasons that can cause the status to become yellow.

1) The peer forbids access to his/her computer.

2) You and your peers should use UDP to connect VPN-X server for traversing
NAT, or the status will always be yellow.

3) Wait two minutes, then check the status to see if it turns green.

4) Both you and your peer have un-traversable NAT devices. Disregard this,
because VPN-X server will transfer/relay the network data for you and your peer.

Private chat: Chat with somebody. Only your chatting peer can see the chat
messages. Other peers can’t see them. AIl chat messages are encrypted
automatically. Don’t worry about some monitor detecting it, because the message
was encrypted, and VPN-X will not store them on disk.

(7) View share file: For Windows peers, you can click this button to view the peer’s

Windows share folder. For Linux, MAC OS X and BSD peers, the share is
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“SAMBA”. All Unix-like OS’s call Windows shares as “SAMBA”.
(8) Refresh peer list: This button can help you retrieve a peer list from VPN-X server.
Tips: Double clicking the table records will show the peer’s detail information.

8.3.7 VPN-X Client Configuration Tab

General Configuration Panel:

“S¥FN-X Client—¥ersion 2.4. 1. 40 (Login ax "N ong” uszing protocel TCP. . !EE

L =
J HE k2l
VPN Chat Room | ﬂ hecess Control | Q Log | f;;Software Update
. =L . .
Uil Status % Configuration

General Configuration | Froxy Configuration| Fersonal Informationl

Apply |

Start with Windows r
Login automatically r
Regizter Az Windows Serwice I
Language IEnglish LI
Hide Blocked Feers I
Flash Main Frame on new chat room message arriwal I
Flash Friwate Chat Window Frame on new priwate message arriwal v

Update Hotification v

BirdsSoft VPMN-2 Cross-platform PIF/SEL/TLS VPN solution. http/birdssoft. com

ernail: supporti@hirdssoft. com or Technical Supportd Sleype) or Technical Supportd QO

(1) Start with Windows: If the checkbox is checked, VPN-X client will start with Windows.
(2) Login automatically: If the checkbox is checked, VPN-X client can login automatically. The
precondition is that you should set “save password” in “Login Dialog”.

(3) Language: VPN-X supports many languages.

Chinese (Simplified or Traditional)

Dutch

English

German

Italian

Malay

Norwegian

Polish
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http://samba.org/

Russian
Vietnamese

but only the English and Chinese languages are provided by the official . The other
languages are contributed by our warmhearted customers. If you find some
translation errors, please tell us ASAP.

(4) Hide Blocked Peers: This will help you hide your denied peers. They will not be shown on

the status panel.

(5) Flash Main Frame: Only for Windows users.

(6) Flash Private Chat Frame: Only for Windows users.

(4) Apply: After you change something in this panel, you should apply to make it take effect.

Proxy Configuration Panel:
You can configure the client side proxy setting here. You can also change client proxy setting on
the Login Dialog.

“3 WPN-X Client---Version 2.2.1.26{Login as "tony” using protocol TCP(SSL/TLS)) =13
P B
gy mm ﬁ @

€l status @}{ Configuration | WPN Chat Room | (7 Access Contral | () Log Q Software Update

General CDnﬁguratiDn| Proxy Configuration | Personal Information

Proxy Type |Nune v|
Proxy Host 1127.0.0.1 |
Proxy Fort |EID |
Liser Mame |default |
Passward | |

|

Confitrn Passwiord |

Lse wWindows domain in HTTP MTLM authentication

Darnair |defaultdumain |

BirdsSoft VPM-: Cross-platform PIPSSELTLE VPN solution. hitpibirdssoft com or hitpfavavpn. com
etrail: supporti@birdssoft com or Technical Support? Slorped or Technical Support{ QIO

VPN-X supports Socks. VPN-X has the intelligence to select socks type. Just input what you
know and don’t care about the socks type.

VPN-X supports HTTP proxy, and supports the following authentication methods:

Digest, BAISC, NTLM and NONE

VPN-X also has the intelligence to select authentication method automatically.

If you don’t want to use a Proxy server just select “None* proxy type.
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After your configuration, don’t forget to click “Apply”.

Personal Information Panel:
You can change your personal information stored on the VPN-X server.

General Configuration | Prosy Configuration | Personal Information

Apply H Refresh

LIzer Mame

Password(™) I

Confirm Password(*) ssssss

Full Marne(*) oy

Ernail(*) tonylEbirdssoft.com
Address(*) IS4,

BirdzSoft WPN-X Crosz-platform P2P/SELATLE VPN solution. hitpdbardszoft com or hitpfgavawpn. com
etnal support@birdssoft. com or Techmical Support{Sleyped or Technical Suppo




8.3.8 VPN Chat Room Tab

“AYPE-I Client———¥ersion 2.4 1. 40(Login ax “HemglEnz" nsing protocel TCE. .. =] E3

o aw
J | gyl | (2= ﬂ g)
S -:F'l.
'i.:_o% Status | % Configuration
VEN Chat Eoom | ﬂ Aocess Control | Q Log | Qﬂoftware Updata
Eemind wou: A1l WVEH pk@rs will see the content
¥ 7 ng[2009-12-18 17:33:40]:
Lella
Franceseo[2009-12-18 17:33:5T]:
Hi
N

BirdsZoft WVPH-X Crozs-platform PIP/EEL/TLE WP solution. hitpibirdszoft. com
etrail supporti@birdssoft com o Technical Supportt Sloyped or Technical Support( Q0

(1) Message display area: Display public chat messages.
(2) Message input area: Input message and press “Enter” key to send the message.
(3) Split bar: You can drag this bar to make two areas more comfortable for you.
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8.3.9 Access Control Tab

“AYPE-I Client——Yersion 2. 4.1 40(Login as Mimgleng” using protocol TC. . =] E3

| 8[G 2

= o
Ul Status | ﬁ\i Configuration
YFH Chat Eoom .EI Accezz Control | Q Log | Qﬂnftware Update

% Refresh |

Feer Aetion

BadGuy B Deny

i Delate | Hork Mode IBlacklist vI

BirdsSoft VPM-3 Cross-platformn P2P/SSL/TLE VPN solution. httpAbirdssofi. com
errail support@birdssoft. corn or Technical Support Skoype) or Technical Support{ Q0%

(1) Add access control rule: Clicking this button will pop up an input dialog for the
peer user name.

“1
Feer I Bad_G*uy_2| il I
0l Cancel |

After inputting or selecting a peer user name, you should click ok. Then you will
see he/she are listed on the Access Control list table. If you don’t want to add
another peer, click “Cancel”.

(2) Delete access control rule: Delete your selected rule.

(3) Work mode: VPN-X supports two Access Control work modes.
Blacklist (default): This mode will deny all peers listed in the Access Control table.
They will not be able to access your computer at all from the VPN.
Whitelist: This mode will allow all peers listed in the Access Control table. Only
the listed peers can access your computer from the VPN.

(4) Peer column: VPN account user name

(5) Action column: You should always check whether the action is proper for the peer.

8.3.10 Log Tab

This tab will print all important log messages on the screen. If you want to figure out
problem, you should check the log tab first and watch to see if there is something
wrong with VPN-X.
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This entire message will be logged in one file named “run_client.log” located in
VPN-X installed directory.

8.3.11 Software Update Tab(deprecated)

If you installed a latest VPN-X version, the panel will look like this.

“A¥FH-I Client———¥ersion 2.4.1_ 40 (Login as “HmdglEns" using proto. . . =] E3

P 2
tig:.; Status | % Configuration
¥IH Chat Room | |'2)| #rocess Control | Q Log Q Software lpdate
Tpdate Manually (Dffline] | Check Update

Current ¥ersiom (2. 4. 1.40)

-
-
- A - s . - 2 2 . )

Birds3oft VFN-Z Cross-platform PIR/ASEL/TLE VM solution. hitpufhirdssoft com
ernail supporti@hirdssoft. com or Technical Supporti Sloppe) or Techrical Suppordl QO

If the VPN-X detected a higher VPN-X version, VPN-X will tell you the latest version
information which includes:

1) Version number;

2) Where to download the latest update package. The update process is automatic, so you don’t
need to worry about this.
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YPN Chat Room | (3 Access Contral| () Lug‘ Q Software Update ‘

5 Check Update

Update is available for current version(2.2.1.19). Please select the download site.
Mote:

TWPH-X RC 416 should not select 2.2* update package t's designed for 2.2.1.8 Beta2 or higher. )
WFMN-3 RC4E update route - WFMN-X RC4E --== 2.2.1.8 Betad --== 2.2.1.18 ar higher
2hiait for VPR-X anline update package is your best chaice, if you are nat familiar with WP k-3

2.21*Upgrade 102.2.1.21(701 Kb

~
BIRDSSOFT.C:OM (2] ) Download and Upgrade |
JAVAVE N COM () Download and Upgrade
WPM-22.2.1.21 Release notes
Enhanced Features:
Timake connection more quick when you are using DMNSIDDNS name to connect VPN-X server
-
@ ]

)

‘BjrdsSDﬂ WPHN-2 P2P Cross-platform 351 VPN solution. hitp#birdzsoft com or hitp/favaipn. com ermail support@hirdszoft. com

(5) Announcement area: BirdsSoft will post announcements here.

(6) Download site selection list: You can check the radio box to start the update process with
the web site.

(7) Progress bar: In the process of an update, this bar will show the download progress.
(8) Update progress information output area.

After an update is finished, you should restart VPN-X to make the new version take effect.

8.4 CLI (Command Line Interface)

For remote control VPN-X server, we provide CLI for VPN-X. The administrator can use

SSH to connect CLI service.
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EF 127.0.0.1 - PuTTY - O ¥

To enable CLI service, please stop VPN-X server first, then you set “cli.enable=true” in
configure_server.properties, restart VPN-X server.

cli.enable=true

The service default port is 2222, you can use “cli.port” in configure_server.properties to
change the default value. For example,

cli.port=2222

The default user name: admin, the default password: admincli

You can use clipassword to change the default password.

EF 127.0.0.1 - PuTTY - m| X

Please use help to show each command usage. The CLI support history command, you can

t \

use up or down ke to view command history.

9 Advanced Topic

Warning: This section is not for the VPN-X beginner.
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9.1 Tune VPN-X performance

There are some parameters that can help VPN-X work in your way.
Important: All parameters are case sensitive. You should stop the VPN-X program before setting
these advanced parameters in the configuration file.

VPN-X client configuration file: config_client.properties
VPN-X server configuration file: config_server.properties

Heartbeat (Server Side): heartbeat interval. Default value is 30 seconds, it’s the minimum value.
This parameter was introduced in version 2.2.1.25. For a small scale VPN, 30 is the better choice,
but for a large scale (supports 20 concurrent clients or more), the value should be 60 or more.

Notes:
Server side: The parameter can only be configured on server.
Both sides: The parameter must be configured on server and client side.

Parameters Default VValue Table

heartbeat 30 30 30

9.2 Tune VPN-X security

There are some security parameters to tune and make VPN more secure.
Example:

javassl.keyStore=default/serverkeystore
javassl.keyStorePassword=ENC\:e70tWalJVcg\=
javassl.needClientAuth=false

javassl.ssIName=SSLv3

javassl.trustStore=default/clienttruststore
javassl.trustStorePassword=ENC\:e70tWalJVcg\=

If you generated your own SSL certification or key, you should change those parameters.

Tips: javassl.keyStorePassword and javassl.trustStorePassword can be inputted plain-text word.
VPN-X will encrypt the password automatically.
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10 Examples

Here are some examples for special cases. You can use these examples to understand VPN-X
better. Please read “Section 4” carefully first before you study the following advanced examples.

10.1 VPN-X Server configuration (For advanced VPN system

administrator)

Purpose: Use the VPN-X server IP address to access the Internet or remote LAN.
Typical cases:
1) I live in the USA and work in Australia, but | want to use a USA IP address to surf the
Internet, because some USA websites only accept native customers.
2) Our employees want to access a company LAN resource from home or other places.

Network assumed topology:

The LAN network: 192.168.1.0 (192.168.1.1 ~ 254)

Network mask: 255.255.255.0

LAN/WAN gateway: 192.168.1.1

VPN-X Server LAN IP: 192.168.1.28

VPN-X Server Virtual IP address: 192.168.137.1 or 192.168.240.1
The public IP address for this LAN is: 66.154.119.75 (assumed)

Run VPN-X server on your platform
Setup Port Mapping (Forwarding) on your route:

192.168.1.28 25000 25000 UDP
192.168.1.28 25000 25000 TCP
192.168.1.28 25443 25443 TCP

You can use commands to test whether your PORT Forwarding/MAP operation is successful .
You should run the following Test commands on the client side

telnet 192.168.1.28 25000

telnet 66.154.119.75 25000

The first command should be run on another machine in your LAN. That command will check
whether VPN-X is working properly in your LAN.

The second command should be run in another place (not in same LAN with VPN-X server),
The second command will check whether the VPN-X is working properly on the Internet. If it
fails, you should check your firewall settings (both your router or hardware firewall or other type
network device, your Server Operation System), and port mapping/forwarding on the router.

55




If all of these ports work, it’s time to configure your VPN-X NAT server.
We prepared two platforms examples for you.

10.1.1 How to configure NAT and L2TP/IPsec VPN server on macOS

| [ ] [ ] VPN-X Server---Version 2.8.1.67(Evaluation License) ]
LY
L 1L ' ooos 0.00Bps  0.00Bps 7 | &
< @ License VPN Chat Room [ Access Control ) Log

4 WPN Server Setting L2TP/IPsec DDNS Backup/Restore

Apply Refresh
Act as a NAT Server
NAT External Interface en0(/192.168.1.28 ) E
NAT Internal Interface tap0(/192.168.137.1) E
Act as a Cateway
——————————————————— Client Route Table--—-—--- oo

Refresh Add Delete Modify

Metwork Metmask Cateway Metric
0.0.0.0 0.0.0.0 192.168.137.1 1

BirdsSoft VPN-X: Cross-platform P2P/SSL/TLS VPN solution. http://birdssoft.com email:support@birdssoft.com or
echnical Support{Skvoe) or Technical Supbport{OO)

VPN-X on macOS screenshot

Open VPN-X "route configuration” panel and do the following configuration.

Act as gateway: checked
Act as NAT server: checked
NAT external interface: en0
NAT internal interface: tapO
In normal conditions, the NAT external interface should be your LAN interface name, and

the internal interface should be virtual interface name, for example tap0. You can use the
command "ifconfig" to check.

ifconfig
For example: In our Test Mac OS X, we get the following information

apple-computer:~ root# ifconfig
100: flags=8049<UP,LOOPBACK,RUNNINGMULTICAST> mtu 16384
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inet6 ::1 prefixlen 128
inet6 fe80::1%I00 prefixlen 64 scopeid Ox1
inet 127.0.0.1 netmask 0xff000000
gif0: flags=8010<POINTOPOINT,MULTICAST> mtu 1280

stf0: flags=0<> mtu 1280
en0: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500

inet 192.168.1.28 netmask OxffffffO0 broadcast 192.168.1.255

ether 00:0¢:29:18:9d:70

media: 10baseT/UTP <full-duplex> status: active

supported media: 10baseT/UTP <half-duplex> 10baseT/UTP <full-duplex>
tap0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1400

inet 192.168.240.1 netmask Oxffffff00 broadcast 192.168.240.255

ether d2:63:3a:d9:22:4f

open (pid 217)

Add a route rule in“Client Route Table”
network: 0.0.0.0
netmask: 0.0.0.0
gateway: 192.168.137.1

metric: 1

For iPhone/iPad/Android clients:
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@ [ ] VPN-X Server---Version 2.8.1.67(Evaluation License)
- L .
L Ik ¢ 0008 | 0008ps | 0.008ps > | &)
« @ License VPN Chat Room {5 Access Contral ) Log

| WPN Server Setting L2TP/IPsec Route Configuration DDNS Backup/Restore

Apply Refresh
Secret [ Pre-Shared Key (PSK) sssassas
Bind IP Address 192.168.1.28) =
DNS 1 8 . B . 8 . B
DNS 2 4 . 4 . 4

BirdsSoft VPN-X: Cross-platform P2P/SSL/TLS VPN solution. http://birdssoft. com email:support@birdssoft.com or
Technical Supporti Skvoe) or Technical Support/ OO}

The default secret/Pre-shared Key(PSK): 12345678

Don't forget to click "Apply" in each configuration panel. After change settings,
you should tell your clients to restart client to make sure the new settings is working.

10.1.2 How to configure NAT server on Windows 10

Right click the real network device on VPN-X server, this example is EthernetO
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L E" <« All Control Panel ltems » Metwork Connections » v 0 Search Metwork Connections @ |

COrganize + Disable this network device Diagnaose this connection Rename this connection > SEEE I | 9 !
l:- Bluetooth Nety [ |
Soemre Mot connected

9 Bluetooth Dev| Metworking 3}]@2}

Ethernetl \

Metwork 2 )

-
T~
i~ Intel(R) PRO/1000 MT NEW

B . WANVPNContiiomet Conmeoon Shaig A [
=gy Disconnected — T =gy Disconnected
&7 WAN Miniport Alow other network users to connect through this ) &7 WAN Miniport (L2TP)
~—__computer’s Intemet connection _—

Alow other network users to control or disable the
shared Intemet connection

Settings...

oK Cancel

Gitems 1 item selected 1=z =
L e S

In sharing properties, select “Allow other network users to connect through this computer’s
Internet connection”. Click ok to save the setting.

10.1.3 How to configure NAT server on Windows 2003

If you are using Windows 2003, please follow these steps:
1) Stop Windows Firewall/Internet Connection Sharing (ICS), and disable it.
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=3

File” Action \iew Help

mERB @ »

% Services (Local) Services (Local)
Windows Firewall/Internet Marme:
Connection Sharing {ICS) %Terminal Services
Start the service %I:rminal Services Session Directory
Emes
%Uninterruptible Power Supply
Description: 8 virtual Disk Service

Provides network address translation,
addressing, name resolution and/or
intrusion prevention services For a home %Volume Shadow Copy

ot small office network, %Webclient

%Windows Audio
Firewall/Internet Connecti
%Windows Image Acquisition (WIa)
%Windows Installer
%Windows Management Inskrumentation

%'\-'Mware Tools Service

£ I b

%Windows Management Instrumentation Driver Exten 2
iy,

[

\ Extended J.-{ Standard ,f‘

3) Control Panel-> Administrative Tools-> Routing and Remote Access
Open the configuration window like this.

4| Rputing and Remote Access

File  Action  Miew Help
& B m X =

B Routing and Remate Access TEST-LSZYAZR4YI (lacal)

Server Stakus |

TEST.1 o7/ A7l sl

nfigure and Enable

ind Remote

ccess, on the Action menu, click

Al Tasks P nd Rermote Access,

Vi y INQ up a Routing and Rernote
= and troubleshooting, see Help.
Delete

Refresh

Properties

Help

Configures Routing and Remote Access For the selected server

4) Configure Routing and Remote Access
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Hﬁuting and Remote Access Server Setup Wizand

Welcome to the Routing and Remote
Access Server Setup Wizard

Thiz wizard helps you get up your server 2o that vou can
connect o other networks and allow connections fram
remate clents.

Tao continue, chck Mest.

Mest » |[ Cancel

Next
Select network address translation (NAT), then Next

Routing and Remote Access Server Setup Wizand

Configuration

=
'ou can enable any of the following combinations of services, or you can %.J
customize thiz server.

" Bemote access [dialup or YPN)

Allove remate clients to connect to thiz zerver through either a dial-up connection ar a
zecure Yirtual Private Metwork [YPM] Intemet connection.

(* Metwork address translation [MAT]
Allow internal clients to connect to the Intermet uzing one public IF address.

" Wirtual Private Metwaork [WPM) access and MAT

Allowe remate clients to connect ta thiz zerver through the [ntermet and local clients ta
connect to the [ntermet uzing a zingle public IP address.

" Secure connection bebween bao private networks
Connect thiz netwark b a remaote netwark, such as a branch aoffice.

" Custom configuration
Select any combination of the features available in Bouting and Remote Access.

For more information about these options, see Bouting and Bemote Access Help.

< Back ” Mest > ][ Cancel
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Keep in mind, the VPN-X virtual device is a virtual Network interface connection (NIC), but you
can deal with it just like a real NIC.

Choose the real NIC to be the public interface to the Internet. Windows will use the VPN-X NIC
to be the private connection automatically.

Routing and Remote Access Server Setup Wizard

NAT Internet Connection

S 2
You can select an existing interface or create a new demand-dial interface for %
client computers to connect to the Interet.

" Use this public interface to connect ta the Intemet;

Name _Deseription _IP Address
Local Area Connection IntelR) PROA1000 MT... 192.168.1.28
Local Area Connection 30 WPN-X Yirtual Network...  192.168.240.1

" Create a new demand-dial interface to the Internet

A demand-dial interface is activated when a client uses the Intemnet. Select this
option if this server connects with a modem or by using the Point-to-Paint Protocol
over Ethemet. The Demand-Dial Interface Wizard will start at the end of this wizard.

). EEnable security on the selected interface by setting up Basic Firewall:
Basic Firewall prevents unauthorized users from gaining access to this server
through the Intermnet.

For more information about network interfaces, see Routing and Remote Access Help.

[ < Back ]I Next > ] [ Cancel ]
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Routing and Remote Access Server Setup Wizand

Mame and Address Translation Services .
fou can enable basic name and address services. %J

YWindows didn't detect name and address services [DMS and DHCP] an this nebwork.
Haow do pou want to obtain theze services?

(" Enable basic name and address services

Routing and Remote Access azsign: addreszes automatically and fonwards name
regolution requests to a DMS zerver an the Intermet.

" | will zet up name and address services later

Choose thiz option if pou have zet up the Active Directory on your network, or if you
hawve DHCF or DMS zervers in pour nebworl:.

[ < Back ” Mest = l[ Cancel ]

Routing and Remote Access Server Setup Wizand

Address Assignment Hange o
% Windows haz defined a range of addresses for your netwark. ?I,_J

Fiouting and Femote Access will provide an address to any computer on your network,
which requests one. Thesze addreszes will be selected from the range defined belaw,

Metwark Address; 192.168.240.0
Metwork, Mazk: 266 255 25A.10

Thiz address range was generated from the [P address of vour netwark. adapter. 'ou
cah change the addresz range by defining a new static addrezs for this network, adapter
through the Metwork, Connections Folder.

Click Mest if the address range iz acceptable. Click Cancel if you wizh to exit the wizard
in order to define a new static address.

< Back ]Euﬂ.e:-:h |[ Cancel




Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote
Access Server Setup Wizard

'ou have successiully completed the Routing and Remote
Access Server Setup wizard.

Sumnmary:

Configured MAT for the following Intemet interface: Local
Area Connection

Clients on the local-area network, will be aszigned [P
addrezses fram the fallawing range:

Metwork, address: 192168, 240.0; nebwaork. masgk: W

To enable servers to respand ta Internet requests,
configure port mappings and update pour firewall. For more
information about port mappingz and freveall exceptions,
zee Houting and Remote Accezs Helg.

Ta close thiz wizard, click Finigh.

¢ Back ” Finizh l [ Cancel

Next, finish the Windows NAT configuration. You can disable the NAT firewall or write an
exception rule to make your NAT work properly. Note: The NAT firewall is not the same thing as
Windows built-in general ICS firewall.

The client does not know how to access the remote LAN through the VPN server, so you should
add a route configuration for clients, and click “Apply”
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K yPN-X Server---Version 2.2.1.26

e

@Q, Status E User Management Q License
;@% Configuration ‘ YPN Chat Room (3 arcess Contral ) Log Q Software Update
General Configuration | WPM Server Settingl Route Canfiguration |
Act as 3 Gateway [l
——————————————————— Client Route Tabl
[ Refrash ] ’ Add ] [ Delete ] [ Modify ]

Metwiork Metrnask Gateway Metric

192.168.1.0 235.255,2535.0 | 192,168.240.1

Birds3oft VPIN-IX: Cross-platform P2P/SSL/TLS VP solution. hitp/fhirdssoft. com or hitp/fjavavpn. com
etnail support@birdssoft. cotn or Techtical Support] Skopped or Techmical Support( Q00

Add a route rule on “Client Route Table” for your VPN clients.
network: 192.168.1.0
netmask: 255.255.255.0
gateway: 192.168.240.1
metric: 20

if you want to surf internet with server side 1P, you should add route rule like this:
network: 0.0.0.0
netmask: 0.0.0.0
gateway: 192.168.240.1
metric: 1

Don't forget to click "Apply". After change route setting, you’d better tell your clients to restart
VPN-X client to make sure the new route rule is working.

10.1.4 Test your NAT server from VPN-X client

Run VPN-X client.
Assumed your VPN-X server public/Internet IP is 66.154.119.75

For SSL VPN:
VPN Server host: 66.154.119.75
VPN Server port: 25443
protocol: TCP(SSL/TLS)
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user name and password

For P2P VPN:
VPN Server host: 66.154.119.75
VPN Server port: 25000
protocol: UDP
user name and password

After your VPN-X clients logon VPN-X server, they will access your remote LAN easily.
ping 192.168.240.1
ping 192.168.1.1

10.2 Bridge (For advanced VPN system administrator)

Purpose: Lets you use a remote LAN IP address, and you can use that IP to communicate with
other machines in the remote LAN directly.
Typical cases:
I need to access our office LAN from an airport or other place, and also let remote LAN
computers access my laptop.
VPN-X server on the Windows platform supports Bridge operation.

Network topology:

Note: You should have a very special LAN ip address to avoid conflicting with
another local network. It’s a bad idea to use bridge mode with 192.168.1.0 or
192.168.0.0 network, because your coffee bar or airport local wireless network
may also be using this network address.

The office LAN ip range: 192.168.100.1~254.
192.168.100.1~199 for real machine IPs
192.168.100.200~254 for VPN users.

The VPN-X Server LAN IP : 192.168.100.50
Gateway: 192.168.100.1
The public IP address for this LAN is : 66.154.119.75 (assumed)

After the network interface cards (NIC keep in mind, VPN-X is a Virtual NIC) are installed and

connected, go to the bridging computer and open Control Panel, click Network and Internet
Connections, and then click Network Connections.

66



& Control Panel |'__||'E|f'5__<|
File Edit Wiew Favorites Tools  Help 11'
PBack = T O search |I'['f Folders | (&7 [ 2 )

Address |G‘ Cantral Panel v| Go
Folders x harne Cormrents A

@ Desktop | | I Folder Options Custarnize the displ. ..

E’ My Diocuments I [E]Fonts add, change, and ...
= 5 My Computer & Game Contrallers Add, remove, andc...
_ﬁ 314 Floppy (A:) j,lnternet Ciptions Configure your Inke. ..
e Local Disk (2 wmKeyboard Cuskomize your key...
i DVD Drive (D1} ‘s Licensing Changes licensing a...
= G- Control Panel f_'_}Mu:uuse Cuskomize wour mo. ..,
48 Administrative Tools H k. Connections Connecks to other c...
=4 Forts LF’the and Modem Options Configure your kele. .. o
t:; Mebwork, Conneckion: ‘%Power Optians Configure energy-s...
% Printers and Faxes E___;F-] Printers and Faxes Shows installed prin...
% Scanners and Camer ! Regional and Language Options Cuskomize settings ...
[EE PR ERTR ST bt %Scanners and Cameras Add, remove, and c...
£ | > J L P R W PR P Pt D 1 [T )

.,_'.L. Hetwork Connections

File Edit Wew Favoribes Tools  Advanced  Help 11.’
() Back - T D Search [0 Folders [ 3 3¢ )
Address |!£,'.~, Metwark Cannectians V| Go | Links
MName Type Device Mame Status
LAN or High-Speed Internet
<L Local Area Conneckion LAM ar High-Speed Internet  Intel(R) PROS1000 MT K...  Connected

<L Local Area Conneckion 25 LAM or High-Speed Internet  WPRN-x Wirtual Device Inte...  Metwork cable unplugged

Wizard

EENEW Connection Wizard | Wizard

g | %

Note: To create a network bridge you must select at least two network connections that are not
being used by Internet Connection Sharing (ICS) or the Internet Connection Firewall (ICF).

Next click both network connections (if you have several segments, hold down the Ctrl key and
click all the connections that correspond to all the LAN segments you want to bridge), right-click

one, and then click Bridge Connections.
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‘}_\. Network Connections

B

3

Lfiklae Hinh-Sneed Internet

File Edit ‘iew Faworites Tools Advanced  Help ;,
(JBack - ) ?’ /':" search [ Folders | [0 b 2 ) [
Address |€_5, Metwork Connections V| Go | Links *
MName Tvpe Device Mame Skatus
LAN or High-Speed Internet
LAMN or High-3peed Internet  Intel{R) PROS1000 MT M.,  Connected

WPN-¥ Wirtual Device Inte. ..

Metwork cable unplugged

Wizard

B Mew Connection Wiz

Conneckions

< | >

After the bridge configuration is complete, you'll end up with a Network Connections window that

looks like the one below.

™ Network Connections ._ E| [z|
File Edit \Wiew Favorites Tools Advanced Help 11."
€] EI%R | &3 T | O Search [ Folders | [ 30 X ¥) [~

Address |€_.1 Metwark Connections V| Go | Links ¥
Marme Tvpe Device Mame Skatus
Network Bridge

2#-Mebwork Bridge (MNebwork Bridg...  Mebwork Bridge MaC Bridge Minipart Connected

<Ll ocal Area Connection 25 | Metwork Bridge WPM-¥ Wirkual Device Inte...  Metwork cable unplugged

b local &rea Connection Metwork Bridge Intel{R) PRO/1O00 MT M...  Connected, Bridged
Wizard

[5 Mew Connection Wizard Wizard

<5 #

We should set the Network Bridge manually. Because we want to use the same IP address as the
Local area connection setting: 192.168.100.50.

Right-Click the Network bridge and select the “Properties”, then select “Internet Protocol

(TCP/IP)”, and change the IP address and gateway... click “Ok” and close all configuration
windows.

68



X

= Network Connections
Edit

File:

O Back = ()

Address |¢_, Metwork Connections

Wiew  Favorites

¥ O search

Tools

Marne

Network Bridge

8- Metwork Bridge {MNetwork Bridge) 2
L Local Area Connection 25
<M Local Area Connection

Wizard

New Connection Wizard

[ R TR S,

5 |

Startup VPN-X server and change the VPN server setting as follows:

-+- Network Bridge {(Network Bridge) 2 Properties lz”i|

General | Authentication | Advanced |

Adapters:

oh vour local network.

Select the adapters pou want to use b connect to computers

g Local Area Connection
g Local Area Connection 25

This connection uses the following itg

g Clignt for Microgoft Network:
[ JB Network Load Balancing
g File: and Printer Sharing for
= Intermet Protocal [TCP/IP)

Install... Uningtal

[ Show icon in notification area whd

Internet Protocol (TCP/IP) Properties

General

IP address:
Subnet rask:

Default gateway:

Preferred DNS server:

Alkernate DMNS server:

‘ou can get IP settings assigned automatically if vour network supports
this capability . Otherwise, vou nead ko ask vour netwaork administrator
For the appropriate IP settings.

() Obtain an IP address autormatically
(&) Use the Following IP address:

Obtain DMS server address automatically

() Use the Following DNS server addresses:

192 . 168 . 100, 50

255,255,255 . 0

192 0168 . 1 . 1

192 168, 1 . 1

L

[ K ][ Cancel ]

You should use the same network address to the VPN virtual Address as the LAN IP.

% ¥PN-X Server---Yersion 2.2.1.2

A

]

@ Status

ﬁ User Management

Q License

f% Configuration

VPN Chat Roorm |

(B access Contral

| Quoa |

Q Software Update

| Gereral Configuration |; WPM Server Settin

| Route Configuration |

WEN Server Virtual Address
WEM Netrnask

Compression
Lse Bridge
Bridge IF

Use (Virtual )DMS
(WirtualiDRS TP

Allow Register WPN Account From Ne

twork

Refresh ][ Add ][ Delete

Protocol
DR

TCR

TCP(SSL/TLS)

BirdsSoft VPM-X: Cross-platform P2P/AEL/TLSE VPN solution. hitp/hirdssoft. com or http/davavpn. comm email:support@birdssoft. com
or Technical Support Sloype) or Technical Support( Q0%
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Click “Apply” to make your VPN server use the new settings.

Create a new VPN account in User Management Panel. The first account IP should be
192.168.100.201. The second account IP should be 192.168.100.202, and so on. You can change
the IPs as needed, but you should make sure all VPN accounts’ addresses are in the same network,
for example: 192.168.100.0 netmask 255.255.255.0

You can use the VPN account to login VPN-X from the remote VPN-X client.

Run this command on your client after client login:
Ping 192.168.100.1

If you receive a response, your VPN-X server with a Bridge office network is configured
successfully.

Note: In this example, you should use 192.168.100.50 to access the VPN-X server. Don’t use
192.168.100.200, because the “192.168.100.200” is a dummy address for starting the VPN
account IP pool.

10.3 Proxy server

Purpose: Let you access remote LAN computers with the special ports for example FTP, Web
Server and Remote Desktop...
Note: With this method, you can only access some special applications.
Typical cases:
1) | just want to access the web server in our office LAN. When need to configure a proxy
server before accessing that resource.

You can use third-party software to do that. VPN-X just helps you create a VPN for you and your
proxy server. There is a great software to do that, but not easy to configure:
Squid (http://www.squid-cache.org/)
BirdsSoft can provide a Proxy solution for customers.
Proxy server provided by BirdsSoft supports:
HTTP Proxy, FTP Proxy, Socks 4/5, Telnet, Proxy,SMTP Proxy POP3 Proxy, TCP Map and
UDP Map...
If you need this solution please contact us.

10.4 Route (gateway)

Note: The Gateway feature should always be worked in conjunction with a NAT
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server, or you will have to configure a route rule for each computer, and tell them
where to send the Ethernet packages. We don’t recommend using this method to
make a network.

VPN-X gives a GUI for all platforms about this. VPN-X can help OS act as a Gateway easily.

& YPN-X Server-—Version 2.2.1.26 M=E3
L
| (20, status ” B User Management || Q License |

;% Configuration ‘ WPMN Chat Room || {3 access Contral H @ Log H Q Software Update |

| General Configuration | PN Server Setting | Route Configuration |

4Ct as 3 Gateway

——————————————————— Client Route Tabl

[ Refresh ] [ add l [ Delete l [ Modlify ]

MNetwiark Metrmask Gateway Metric

192.168.1.0 255.255.255.0 @ 192.168.240.1

BirdsSoft VPMN-X: Cross-platform P2P/SSL/TLS VPN solution. hitpAbirdssoft. corm or hitpAjavavpn com
email: support@hirdssoft. com or Technical Supporti Skeyped or Technical Suppo

Click “Apply”, Linux, FreeBSD and Mac OS X will take effect without rebooting the machine,
but Windows needs to reboot to take effect.

11 Self Diagnoses
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11.1 Open Virtual Network Device Error!

X]

LIror

@ Open Virtual Network device error
Please check wPH virtual device status and nurnber!
Possible reason:
1)The WPM virtual device don't exist.
2)Meed maore YWPM virtual device(if you want run more than one YPH programe )
3¥ou don't have the priviege to run YPH-X on system . You should use administrataor role to run YRR-X.
For example: adrinistrator(Windows ), root (Linug, Mac OS5 X, FreeBSD)

For detail error message, please view log flle "vpre_coreog” which in INSTALL DIR.

Basic knowledge: Each VPN-X program should use one virtual network device (named “vpn-x”)
with administrator role.

Ask yourself following questions before report us this is a bug:
1) Are you the administrator user or user with administrator/root role on this platform/OS?

Tips: Windows Vista (or higher, such as Windows 7) user should use administrator role to
run VPN-X (just click the right button on the VPN-X shortcut link, and you will see the
menu).

Mac OS X users should not care about it, because VPN-X can help you to detect the user
role.
Linux users should use command “‘sudo” or root role to launch the VPN-X server or client.

2) Do you have enough virtual devices for each VPN-X program.
Windows users:
By default, VPN-X Windows installer will help you install a virtual network device on
Windows.

Mac OS X users:
Please refer to “Understand VPN-X" section.

Linux users:
Please refer to “Understand VPN-X" section.
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11.2 VPN-X client always reports “Can't connect to VPN-X

server, and report time out error!

There are two methods to check whether your VPN-X server is on the Internet, or can be accessed
by clients.

® Method 1: Using Telnet to check
Please run the following command from a remote machine (Please don't run this command in
the same network of VPN-X server. You should run it at another place or network ):
telnet <your vpn-x server public/internet IP> 25000

You can find the public IP from the VPN-X server status panel or visit this page
http://checkip.dyndns.com from VPN-X server machine.

For example:
telnet 74.125.127.100 25000

If you got a response from the VPN server side, then you can access your VPN-X from
anywhere. In other words, your VPN-X server is on the Internet.
This method can’t detect UDP protocol. If you want to check UDP, please use method 2.

® Method 2: Using VPN-X client to check the network status
Input public IP of VPN-X and port, corresponding protocol, and random user name and
password.
You can find the public IP from VPN-X server status panel or visit this page
http://checkip.dyndns.com from VPN-X server machine.
By default:
Port 25000, the protocol can be UDP or TCP
Port 25443, the protocol should be TCP(TLS/SSL)

After filling in all of these with a random password and user name, please click the login
button. If you receive a password or user name error dialog, congratulations! Your VPN-X
server is on the Internet/public. You can use the correct user name and password to login. If you
receive a timeout error dialog, the VPN-X server is not on the Internet/public.

12 Technical Support

Email: support@birdssoft.com (Recommended)
SKYPE: birdssoft
QQ: 184058240
WeChat: xyrichard
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